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Abstract 
This digital era has seen a tremendous growth in technology and we find ourselves amidst vast amounts of data that needs to be 
accessed and shared with people all over the World. A challenge is posed when data has to be transmitted secretly and securely. 
This paper presents a scheme for covert communication using data compression and the arithmetic division operation. The secret 
data is first compressed using a compression algorithm and then embedded into the edges of the cover image using an arithmetic 
division operation and various other logical operations. Experimental results indicate that the proposed technique provides a 
stego image of good visual quality. Our steganographic technique also achieves a good Peak Signal to Noise Ratio as well as a 
good Structural Similarity Index value. 
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1. Introduction 
     As broadband technologies continue to improve in bandwidth, multimedia content, such as images, audio and 
video, have gained increasing popularity on the Internet. The success of the Internet facilitates communications of 
 
 
* Corresponding author. Tel.: 09822121460; fax: +0-000-000-0000 . 
E-mail address:aishafds@yahoo.com 
© 2015 The Authors. Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND license 
(http://creativecommons.org/licenses/by-nc-nd/4.0/).
Peer-review under responsibility of scientific committee of International Conference on Advanced Computing Technologies and 
Applications (ICACTA-2015).
355 Aisha Fernandes and Wilson Jeberson /  Procedia Computer Science  45 ( 2015 )  354 – 360 
people, but also enables illegal users to access data transmitted on the Internet.  Data hiding is found to be a key to 
safe communication.   
     Steganography refers to hiding confidential data within a carrier in an invisible manner1. It utilizes digital media 
such as text, image, audio, video, and multimedia as a carrier or so called cover for secret data. Encryption provides 
secure channels for communicating entities; however the encrypted data exists in a meaningless form and may 
attract the attention of the interceptors to break the secret codes.  This limitation in data encryption, calls the 
communicating entities to use steganography to achieve covertness.  
 A number of steganography approaches exist for embedding data in an image which can be broadly classified 
into temporal domain and spatial domain. In the temporal domain, images are transformed to frequency components 
by using Fast Fourier Transforms, Discrete Cosine Transforms or Discrete Wavelet Transforms and then messages 
are embedded in some or all of the transformed coefficients 3. In spatial domain the bits of the message can be 
inserted in intensity pixels of the cover in LSB positions. The advantage in the method is that the amount of data that 
can be embedded is more in LSB techniques. However most of the LSB techniques are prone to statistical attacks 1. 
Frequency domain techniques offer higher robustness to noise and attacks 2. 
 
This paper presents a data hiding technique that conceals the secret data within the edges of a 24 bit image. The 
edges of the cover image are identified using the canny edge detection algorithm and a dynamically generated 
threshold. The secret data is then embedded into the edges of the image in the form of quotient and remainder data 
using an arithmetic division operation and logical operations. 
2. Literature Review 
 
    Provos and Honeymann, in their paper, stated that any information-hiding systems must satisfy three 
characteristics; good embedding capacity, undetactability and robustness 4. 
   Liao et al. in their paper proposed a steganographic method based on four-pixel differencing and modified least 
significant bit (LSB) substitution. Experimental results have shown that the proposed method has an acceptable 
image quality and provides a large embedding capacity 5. 
   A hash based least significant bit (LSB) technique was presented by Dasgupta et al. The secret information was 
divided into 3-3-2 bits and embedded into the RGB pixel values of the cover frames respectively. A hash function 
was used to identify the position of insertion in the LSB bits. Mean Square Error (MSE) and Peak Signal to Noise 
Ratio (PSNR) was used to analyze the method. The proposed technique was compared with some existing LSB 
based steganography methods and the results were found to be promising 6. 
    Parisa et al., (2012), proposed a method that utilizes particle Swarm optimization (PSO) for finding the best pixel 
locations, and then the secret image is transformed to a new secret image. Optimal Pixel Adjustment (OPA) method 
was then applied to further improve the quality of image. Results are then compared with those obtained by Simple 
LSB, Wang’s et al. Method, Wu’s et al. Method. The experimental results confirmed that PSNR of the proposed 
method is higher than mentioned methods. Also the results illustrate that the proposed approach is robust against 
chi-square attack 7. 
    Jiju Mathew in his doctoral thesis (2010) proposed two improved versions of the Least Significant Bit based 
steganographic technique for digital images, viz., Chromatic Equality Based Scheme (CES) and Optimally Selected 
Chromatic Value based Scheme (OSCVS). Every pixel in a windows bitmap image has three primary colour 
components (Red, Green and Blue) and a byte is reserved for each of these components. CES separates these 
components to hide messages in the least significant bits of a colour component, where the colour components of the 
other two are found to be equal. The OSCVS on the other hand, uses the payload analysis to find the most suitable 
keys and the data is stored randomly across the image, based on the keys derived from it 8. 
    Brahma Teja et al. proposed an algorithm that hides the secret data within the edge pixels of an image, extending 
the least significant bit embedding algorithm 9. 
    Amanpreet Kaur and Sumeet Kaur in their paper described the use of steganography using 2k correction method 
& edge detection method. This technique had the capability of carrying more payloads with better imperceptibility; 
achieved by embedding more data in edge areas as compared to smooth areas of the image as human eye cannot 
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detect the distortion at edges easily. The proposed algorithm yields good PSNR values when compared with other 
methods used in steganography 10. 
    Kuo et al. in their paper proposed a high capacity steganographic method using division arithmetic and 
generalized exploiting modification direction method. They demonstrated how this technique was not susceptible to 
bitplane analysis attack 11. 
    John Canny describes a computational approach to detect the edges of an image. He defines detection and 
localization criteria for edges and finally uses a method called feature synthesis for integration of the process 12. 
Hussain et al. in their paper propose an edge based information hiding scheme. A certain threshold is used and LSB 
substitution is used to embed the hidden data bit into the upper boundary of the edge pixel 13. 
 
3.  Quality Performance Measures 
 
Quantifying the error between images is a very important task after an embedding process. Some of the commonly 
used measures are  
3.1  MSE (Mean square error) 
 
   Given a noise free (original) m*n monochrome image I and its embedded approximation K, 
 
     1 [ ( , ) ( , )]2MSE mn I i j K i j y ¦¦                                                                                                                      (1) 
 
3.2 PSNR (Peak signal to Noise Ratio) 
   PSNR is used to measure the quality of a stego image. It is measured in logarithmic decibel scale. Higher the 
value of PSNR, closer is the embedded image to the original. 
 
      10 10( / MSE)2IPSNR Log MAX                                                                                 (2)   
 
Where MAXI  is the maximum possible pixel value of the image and MSE is the mean square error. 
 
3.3 SSIM (Structural Similarity Index) 
         The structural similarity (SSIM) index is a method used to determine the similarity between two images.             
The SSIM metric is calculated on various windows of an image. The measure between two windows and  of 
common size N×N is 14: 
                                 (3) 
With                                                            
 the average of ;  the average of ;         the variance of ; the variance of ; 
the covariance of  and ; ,  Two variables to stabilize the division with weak 
denominator; 
 the dynamic range of the pixel-values (typically this is );  
 And  by default. 
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4.  Proposed Algorithms 
In an effort to ensure imperceptibility and good stego image quality, we consider the least 2 significant bits of all 
the three channels of a 24 bit image to store the data; However since using only the least 2 significant bits could 
mean a very limited storage capacity, we use an optimization technique to maximize the data stored. We reduce the 
magnitude of data using arithmetic division operation and storing it in the form of quotient and remainder in the 
quotient and remainder arrays respectively. The quotient can have a maximum size of 5 bits and the remainder can 
be of 3 bits. This is because we choose the divisor to be 8, the most optimal value. We then use a flag array to 
optimize and specify the number of bits to be used for data storage based on the sizes of all the bytes of our data.  
The proposed technique first compresses the secret data using a compression method in the wavelet domain 16, 
applies a division operation and then hides it in the edges of the Image. Color objects contain Red, Green, Blue 
properties and can be represented by one byte each. Each pixel color provides three bytes with which we can encode 
our data. Each byte ranges from 0 to 25512. 
 
4.1 Algorithm: Steganography 
     Inputs:      Cover image, secret image 
     Output:    Stego image 
 
1. Load cover image. 
2. Find edges using Canny edge detection algorithm  
3. Load the secret image. 
4. Apply a compression algorithm and compress the secret image 16. 
5. Every byte of compressed data ‘a’ is then expressed in two parts as a quotient and a remainder. 
6. Analyse the sizes of the quotients of all the bytes 
7. Decide a size pattern to be used to store all the quotients depending upon their sizes.  
8. Store the quotient data optimally using this pattern into the least 2 significant data bits of the edge color pixel 
data. 
9.    Then embed the remainder values into the edges. 
10.   Write stego image to output file. 
 
4.2 Algorithm: Extraction of secret image 
    Inputs:      Stego image 
    Output:    Cover image, secret image 
 
1. Load stego image 
2. For each of the edge pixel, from each of the corresponding color byte, extract the last 2 bits of data. 
3. Using a multiplication and an addition operation and the storage bit pattern, assemble the data to form secret 
image. 
4. De-compress the secret image using the corresponding decompression algorithm. 
5. Write secret image to an output file. 
 
4.3 Features and Explanation of proposed algorithm 
x The secret data is hidden inside the edges of the carrier image. 
x The data is hidden within a color pixel using the least two significant bits of all the three channels of a 
twenty four bit image.  
x We use a combination of logical operations for hiding and also for retrieving the data.  The main purpose of 
these operations is to replace the respective carrier image data bits with the secret data bits.  
x We use bit masks to erase the respective bits which are not under consideration. This is done for both the 
carrier image as well as the secret data. 
x The bit mask used for the least two significant bits is: 00000011 in binary or 0x3 in hexadecimal.  
x Optimization criteria used to minimize bit storage. 
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5. Implementation 
  The algorithms discussed above were implemented using Microsoft visual studio 2008 and C++ on a Pentium 
IV, 2 GHz machine. 30 digital images were used. The resolution of most secret images was 256*256 pixels. We 
looked at compression ratios from 5:1 to 9:1.  
 
6. Experimental Results and Analysis 
     On implementation of the wavelet based compression algorithm (wcp), the following observations were being 
made: The file sizes before and after the compression process (for 2 test images) at a90% and 70% compression 
quality are as shown in Table 1 and Table 2 respectively. 
 
Table 1. File size at 90 % compression                                                  Table 2. File size at 70 % compression 
 
 
Figure 1 below shows a sample secret image used in our tests, compressed with a wavelet based compression 
algorithm (wcp) at a compression ratio of 9:1. 
                               
                 (a)                                                                                         (b)                                                                  
Figure 1. Comparison of visual image quality for the secret image cameraman.bmp at a compression   ratio of 9:1. (a) Original image  (b) wcp 
compressed image. 
Figure 2 below shows two cover images used in our tests.  
       
(a)                                                                                                               (b) 
Figure 2. Cover images (a) Polar.bmp  (b) Rocks.bmp 
 
Sr. 
No. 
Original name & 
filesize  
Wcp 
compressed 
filesize  
De 
compressed 
filesize  
1 Cameraman(66 
kb) 
3 kb 66 kb 
2 Circuit  (76 kb) 3 kb 76 kb 
Sr. 
No. 
Original 
name & 
filesize  
Wcp 
compressed 
filesize  
De 
compressed 
filesize  
1 Cameraman 
(66 kb) 
6 kb 66 kb 
2 Circuit  (76 
kb) 
6 kb 76 kb 
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The  stego images generated by our steganographic method  are seen in Figure 3.     
 
      
(a)                                                                                               (b) 
Figure 3.  Stego images (a) cameraman.wcp embedded into Polar.bmp.  (b) Circuit.wcp embedded into TajMahal.bmp 
 
PSNR (peak signal to noise ratio) and SSIM (Structural Similarity Index) were used to evaluate the performance 
of the proposed algorithm. The results are as shown in table 3 and table 4 below. 
 
                                      TABLE 3. PSNR values of the original, stego  and extracted secret images 
 
Sr. No. Cover image Secret image PSNR( proposed method) PSNR [15] PSNR (Secret image) 
1 Polar.bmp Cameraman.bmp 77.93 db - 45.21 db 
2 TajMahal.bmp Circuit.bmp 79.33 db - 
 
 
45.61 db 
3 Lena.bmp Cameraman.bmp 69.95 db 60.49 db 42.55 db 
4 Baboon.bmp Cameraman.bmp 69.79 db 57.32 db 42.35 db 
 
 
                                                TABLE 4. SSIM values of the original and stego images 
 
 
 
 
 
 
 
 
 
 
The results as seen in the tables above make it clear that secret images compressed using the wavelet based 
compression algorithm (WCP) and then embedded into the edges of a cover image using an arithmetic division 
operation, results in a good embedding capacity and produces consistently good stego images. The optimization 
criteria used aids in increasing the embedding capacity. The PSNR (Peak signal to noise ratio) values produced too 
are better than that as seen produced by Raftari et al. Algorithm15. It is also seen that the extracted secret image has a 
good PSNR value, greater than 40 db, thus indicating robustness. The SSIM value too is found to be good. Various 
statistical tests were carried out comparing the original and stego images and the results were found to be promising. 
In view of steganalysis, the stego images were subject to an LSB Enhancement attack17; however no visible changes 
were seen. 
Sr. 
No
. 
Cover image Stego image SSIM 
1 Polar.bmp PolarEnc8.bmp Red Index- 0.999981 
Green Index – 0.999995 
Blue Index – 0.999995 
2 TajMahal.bmp TajMahal 
Enc8.bmp 
Red Index- 0.999987 
Green Index – 0.999996 
Blue Index – 0.999996 
360   Aisha Fernandes and Wilson Jeberson /  Procedia Computer Science  45 ( 2015 )  354 – 360 
 
7. Conclusion 
This paper proposed a simple method to hide a compressed secret image within a cover image using arithmetic 
division operation; ensuring a good embedding capacity and high imperceptibility. We tested its performance on 
various common images. PSNR and SSIM were used to evaluate the quality of the stego image. Our future work 
will focus on a more robust embedding criterion, trying to increase the embedding capacity, yet maintaining 
imperceptibility.  
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